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Privacy Policy

We Respect Your Privacy

Your Privacy Is Important To Us!

Supermicro is committed to user privacy in our services and products. This Privacy Policy outlines our
personal information handling practices. If a user provides us with personal information, we treat it
according to this Policy. We created this Privacy Policy to detail our commitment to protect the privacy
of clients, customers, and users, and to insure the integrity of the Internet. Supermicro reserves the
right to change its Privacy Policy at any time without notice. If we decide to change our Privacy Policy,
we will post the changes on this WebSite so that you are aware of what information we collect, how we
use it and under what circumstances we disclose it.

Security Measures

Supermicro protects the personal information you provide us. Access to users’ personal information is
limited to people who need it to perform their job functions. Authorized third-party agents may also
need access to some of users’ personal information. For example, if Supermicro needs to ship products
to customers, it shares the customer’s name and address with the shipping company. Supermicro only
provides third-party agents with the minimum amount of information needed to complete the
requested transaction. Otherwise, we do not share personal information with third-parties without the
user’s permission to do so.

Supermicro may respond to court orders, subpoenas, or legal process. Supermicro may choose to
establish or exercise its legal rights or defend against legal claims. Supermicro may collect and share
information in order to investigate, prevent, or take action regarding suspected fraud, illegal activities,
situations involving potential threats to the physical safety of any person, violations of Supermicro’s
terms of use, or as otherwise required by law.

Types and Uses of Personal Information
Supermicro may use your personal information in the following ways:

e Account Information — Tells Supermicro who you are, how to ship products to you, how to contact
you, and provides billing information.

e Passwords and IDs — Provide you with access to your profile areas and to protected content.

e E-mail — Used to raise and respond to questions and to distribute information about Supermicro and
its products and services.

e Transactions — Show which products and services a user has requested.

e Customer Feedback and Support — Provides a mechanism for requesting information from
Supermicro.
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Supermicro only uses personal information in the ways specified when collected. Supermicro will not
change the way in which we use a user’s personal information unless the user consents to the new
usage.

Linked Websites
Supermicro may provide links to third-party websites. Supermicro does not control third-party sites, and
therefore encourages users to review the privacy policies posted on all third-party sites.

Data Retention
Supermicro will not retain a user’s personal information longer than is necessary for the purposes for
which it was collected.

Children’s Policy

Supermicro does not knowingly collect personal information from children under the age of 13. If
Supermicro learns that it possesses information from a child under the age of 13, we delete that
information from our systems. Supermicro encourages parents to go online with their children. Parents
should be aware of the sites their children visit and whether those sites are appropriate for them.
Parents should be aware of web site privacy policies and learn how their children’s information is being
used. Children should be taught never to provide personal information about themselves unless
supervised by a parent or responsible adult.

Accessing and Updating Information
Supermicro needs users’ help in verifying the accuracy of personal information. Please notify us of any
changes to your name, title, phone number(s), address, and/or e-mail address.

Notice About the Information We Collect

When you access Supermicro WebSites, client information and the essential and nonessential technical
information listed below is collected automatically. We refer to these categories collectively as “access”
information. No other information is collected through our WebSites except when users intentionally
send it to us (for example, by clicking on a link to send us an e-mail). The information users choose to
send us is described below as “optional information.”

Automatically Collected Access Information

e (Client information: the Internet domain and Internet address of the computer you are using.

e Essential technical information: identification of the page or service you are requesting, type of
browser and operating system you are using; and the date and time of access.

e Nonessential technical information: the Internet address of the web site from which you linked
directly to our WebSite, and “cookie information” described below.

Optional Information
When you send us an e-mail: your name, e-mail address, and content of your e-mail.
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When you complete online forms: all data you choose to fill in or confirm, including credit and/or debit
card information if you are ordering a product or making a payment, as well as information about third
parties if you are ordering a gift and requesting that it be sent directly to the third party.

Cookies

Supermicro’s Websites use cookies. A cookie is a small data file residing on your system that a web site
can write to your hard drive when visited. A cookie stores useful information that enables our WebSites
to remember users when they return. We only use cookie files to store the login information for various
areas of our WebSites such as Technical Support or Account Management system, so that users do not
need to manually login on each visit. A cookie cannot read data off your hard disk or read cookie files
created by other sites. If you have set your browser to warn you before accepting cookies, you will
receive the warning message with each cookie. You can refuse cookies by disabling them in your
browser. However, if cookies are disabled, some sites may not allow users to conduct certain activities.
Supermicro can only read cookies from Supermicro WebSites. If a user chooses to disable cookies in
their browser, the user can usually still access our WebSites.

Often a cookie enables Supermicro to tailor what you see according to the way you entered the WebSite
For example, if you entered by identifying yourself as a student, your subsequent views of information
might be tailored for “educational” customer audiences. For this kind of cookie, the information stored

in the cookie might include the following (formatted for legibility):

Name: SMC_cookie Session: 973016679.275537
Timestamp: 20040721258

Portal: 0

Expires: Tue, 01-Aug-2004 22:40:58 GMT
Domain: Supermicro.com

Path: /

Supermicro may display advertisements from third parties. Third-party ad-serving companies control
what advertisements are shown. These advertising-serving companies may use their own cookies to
collect non-personally identifiable information from you. Advertisers use personal information to target
the advertisements and measure impact. Supermicro uses third parties to monitor web traffic, statistics,
advertisement “click-through,” and other activities on our WebSites. Where authorized by Supermicro,
such third parties may use cookies, web log files, web beacons, and/or other monitoring technologies to
compile anonymous statistics about users.

Guidelines for Linking to Supermicro’s WebSites

Any website that links to Supermicro’s WebsSites:

e May link to but not replicate Supermicro content

e Should not create a border environment or browser around Supermicro content
e Should not state or imply that Supermicro is endorsing it or its products
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e Should not contain content that could be construed as distasteful, offensive or controversial, and
should contain content appropriate for all age groups

e Should not use Supermicro’s trademark(s) without Supermicro’s permission

e Should not present false information about Supermicro products or services

e Should not misrepresent its relationship with Supermicro.

Online Support

When making a Technical Support Request, your e-mail address is required so that we may provide you
with information on the status of your request. All information within our Technical Support and FAQ
areas is used solely to respond to questions and for no other purpose. Registration is free. Visitors can
continue using these services even if they do not register. During registration, visitors must supply a
username, password and email address. Visitors can later supply additional information they wish to
share with others as part of their profile. This information is used solely to login to the support system
and for no other purpose.

Additional Uses of Personal Information

Client information is used to route the requested Web page to your computer for viewing. In theory, the
requested Web page and the routing information could be discerned by other entities involved in
transmitting the requested page to you. We do not control the privacy practices of those entities.
Essential and non-essential technical information helps us respond to your request in an appropriate
format and helps us make WebSite improvements.

Optional information helps us provide services or information tailored more specifically to your needs or
to forward your message or inquiry to another entity that is better able to do so. It also helps us make
WebSite improvements. We may use non-identifying and aggregate information to better design our
WebSites. For example, we may report that A number of individuals visited a certain area on our
WebsSite, or that B number of men and C number of women filled out our registration form. We do not
disclose information that could be used to identify users.

Supermicro may retain client information after the Web page is transmitted. We do not try to obtain
information to link it to individuals who browse our Websites. However, on rare occasions when a user
unlawfully attempts to breach computer security, logs of access information are retained to permit a
security investigation. In such cases, the information may be forwarded to law enforcement agencies.

Under the federal Freedom of Information Act, any records in our possession at the time of a Freedom
of Information Act Request may be subject to inspection by or disclosed to members of the public.

We use the information you provide when placing an order or requesting support only to complete the
order or support request. We do not share this information with third parties except to the extent
necessary to complete the order or request. Similarly, we use information you provide about third
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parties when placing an order or request only to complete that order or request. We do not share the
information with third parties except to the extent necessary to complete the order or request.

Generally Supermicro uses return e-mail addresses only to respond to users’ email. Email addresses are
generally not used for other purposes and not shared with third parties. We do not use or share
personally identifiable information provided to us online other than as described herein without notice
to the user and an opportunity to prohibit such use.

Providing Information Is Your Choice

Supermicro’s WebSite users may choose not to provide personal information. However, certain features
of our WebSites will not work without routing information and/or essential technical information.
Failure to provide routing, optional, or nonessential technical information will not prevent use of our
Websites, but may prevent use of or access to certain WebSite features.

Our Commitment To Data Security

To prevent unauthorized access, maintain data accuracy, and insure the correct use of information,
Supermicro has adopted physical, electronic, and managerial procedures to safeguard and secure the
information we collect online. These procedures are consistent with Supermicro’s Privacy Policies and
the laws and regulations of the State of California.

WebsSite Traffic
We track visitor traffic throughout our WebSites. This information is broken down per page and used to
determine what areas of our WebSites are most popular.

How To Contact Us
If you have questions about Supermicro’s privacy policies and practices, please call us at (408)503-8000
or e-mail us at Webmaster@Supermicro.com. If you wish to review or change information gathered

about you via a Supermicro Website, but do not know how, the webmaster will assist you.

Super Micro Computer, Inc.

980 Rock Ave. San Jose, CA95131-1615, USA
Tel: +1-408-503-8000

Fax: +1-408-503-8008

General Info: Marketing@Supermicro.com

Tech Support: Support@Supermicro.com

Webmaster: Webmaster@Supermicro.com
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1 Overview

The intricacy of today’s computer systems makes it difficult to find the root cause of faults or problems
within a system. For this reason, the Supermicro Super Diagnostics Offline was designed to provide a
complete diagnosis of a system and its components at system boot-up.

With this tool, you can take an inventory of the quantities of installed devices and BIOS of the target
system, double-check the previous record with the actual quantities and current BIOS data, and check
some devices for errors. These devices include the CPU, memory, BMC, HDD, USB, power supply,
backplane, PCle, VGA, and network.

1.1 Prerequisites

e The Supermicro Super Diagnostics Offline is applicable on systems with the following motherboards:
X10 UP/DP series, X11 UP/DP series, X10 QP series, X11 SoC series, X11 QP series, H11 UP/DP series,
H12 UP/DP series, B1/B4/B10/B11/B2/BH12/B13 series, X12 UP/DP series, X12QP series, X13
UP/DP series, H13 UP/DP.

e Set the date and time at the local system before running the tool.

e For network diagnostics, it is necessary to change the following BIOS settings for testing:

o Enable Network Stack.

o Set LAN OPROM type to EFI.

e For remote diagnostics:

o BMC firmware and SMCIPMITool are both required. Make sure their revisions are the same as
or newer than those that support the Supermicro Super Diagnostics Offline. Find the revision
numbers of the required software in the “readme” file in the Supermicro Super Diagnostics
Offline package.

o The command instructions are transmitted via the BMC. Make sure the network connection is
established and maintained when initiating.

e The SFT-DCMS-SINGLE license is required to:

o Collect and detect SAS card information (AOC-S3616L-L16iT)

e For the memory diagnostics/drive self-test, the amount of time to run the test depends on the
memory/drive size. It may take a longer time than expected.

1.2 Diagnostic Process

When the Supermicro Super Diagnostics Offline starts, it collects information on the devices installed
on the target system to generate the basic system information. Based on this information, the tool
then detects the devices and ensures their presence. Upon detection, the tool can use the detection
results to diagnose the health status of the devices.
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1.3 Tool Interface

The Supermicro Super Diagnostics Offline requires commands to run the diagnostics. The supported
parameters are listed in Chapter 3 Using Parameters. While the diagnostics are running, the results are

summarized and the problematic components are displayed on screen.
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1.4 Supported List of Components for Diagnosis

Component

Diagnosis Area

BIOS

Checks the BIOS POST errors from NVRAM and reports any failed results. The
BIOS image checksum is also checked.

CPU

Checks the CPU for floating-point, SSE, SSE2, SSE3, AVX, brand-string,
frequency, cache, and temperature.

Fan

Checks the fan(s) to ensure their functionality and to confirm that the fan
speed control is working.

Hard Drive

Supports SATA (connected to PCH)/SAS (connected to Broadcom 3616/3216/
3108/3008)/NVMe diagnosis. The tool checks HDD S.M.A.R.T information and
drive self-test status for errors.

(For BCM 3008, only AOC-S3008L-L8e+ is supported.)

(The drive self-test is only supported on SATA (connected to PCH) and NVMe.)

BMC

Checks the BMC 12C bus heath/NIC connection status/Network Service.

Memory

Checks the DIMM temperature, and tests memory address, pattern, and bit
shift. The default setting is to run the address, 8-bit pattern, and 8-bit bit-shift
tests only. However, the tool also allows the use of different parameters to run
8-bit, 16-bit, 32-bit, and 64-bit pattern and bit-shift tests with a loop count.

Network

The tool requires “Network Stack” and “UEFI PXE OPROM” to be enabled in the
BIOS Setup for network diagnostics. The network cable also needs to be
connected and the tool will send an IP request to confirm the network
connection.

PCle

Checks all add-on cards to detect for correctable errors, non-fatal errors, fatal
errors, unsupported requests, and pending transactions. Also checks the VPD

(Vital Product Data) integrity.

(Detection of PCle add-on card on riser cards is only supported on the X11 and
later platforms.)

Power Supply

Detects Supermicro PSU information, including the slave address, status, input
voltage, input current, input power, main output voltage, main output current,
main output power, temperature, and fan speed.

Serial Interface

Conducts the serial port in-bank loopback test.

uUsB

Detects all USB devices and displays their information. USB diagnostics focus
on over-current detection.

Backplane Detects Supermicro TWIN system and NVMe backplane information, including
node ID, backplane PN (part number), backplane SN (serial number), backplane
revision, backplane location, MCU version, and configuration ID.

GPU Detects nVidia GPU devices and displays GPU information.

Manufacturer Data

Checks if the onboard CPLD version and manufacturer FRU are supported.
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2 Diagnosing a Target System

With the Supermicro Super Diagnostics Offline, you can diagnose a target system both locally and
remotely.

2.1 Diagnosing the Target System Locally

2.1.1 Running the Super Diagnostics Offline from a Flash Drive

1. Download the “SuperDiag” zip file from https://www.supermicro.com/sms and save it to a USB pen
drive. Note that the USB key must be in FAT32 format.

- M= Manage USB Drive (D:) N
“ Haome Share View Drive Tools 0
“ “ P wm * USB Drive (D:) v | D R

Mame Date modified Type Size
#r Quick access
EFI 8/3/2022 2:22 PM  File folder
& This PC | startup.nsh 4/23/ MSH File | KB
. USB Drive (D) | SuperDiag.efi 8/ EFI File 2,041 KB
| Supermicro Super Diagnostics Offline readme  8/3/2022 222 PM Text Document 15 KB

oF MNetwork

4 items -

2. Modify startup.nsh to run your specific test item or keep the default setting to run all test items.
3. Onthe target system, set the boot option to EFI USB Key.

0 0 PO O B e S e s s S Done !

some time.

tem LO1
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5. The tool creates a folder in the USB pen drive with the board name, serial number, and time label in
which to save the results. A summary log in Hypertext (.html) can be found in the folder.

| |2] = | SuperDiag_X13SEFR-A_UMZ2255006474_20220803153824 — O *
Home Share View 9
= A » USE .. * SuperDiag_X135EFR-A_.. w | 0 D

sy
& MName Date medified

3 Quick access
G SuperDiag_X13SEFR-A_UM2255006474_Summary_20220803134700  2/3/2022 2:49 PM
E This PC
- WSB Drive (D)
EFI
SuperDiag_x135

[_,' Metwork v £ >
1item =
6. To view the raw data in JSON format, download it from the summary log (.html) directly, and drag

and drop the log file in JSN format to a Google Chrome™ browser or use another method to access
data in JSON format.

3 . N N .
Super Diagnostics Offline 1.7.0 build 20220803 Execution Time : 2022-08-03 14:53:35
Copyright © 2016-2022 Super Micro Computer, Inc.

Test Results System Information Event Log Sensor Readings

Result Statistics All Passed Aborted Warning Failed Overall

Component Detection 14 12 2 0 0 _
Component Diagnostics 11 10 0 0 1 _
. : Passed : Aborted/Warning - : Failed

Test Execution Log -- All Results

Test: Component Deteg € Savehs %
Start Time: 2022-08-03

Result: Passed + ‘ » ThisPC » Downloads v | D Search Downloads o

. AU

Summary: * Organize = Mew folder == e
Test: Component Diagn o [ This PC A Name Date modified

Start Time: 2022-08-03|

Result: Error(s) detectd v _, USB Drive (D) Ne items match your search.

Summary: > EFI

SuperDiag_X135EFR-A_UM2255006474_2

¥ Network
v < >
File name: | SuperDiag_X135EFR-A_UM2255008474_Summary_20220803154700.jsn ~
Save as type: | Webpage, Complete ~
~ Hide Folders Cancel

Supermicro Super Diagnostics Offline User’s Guide



7. To retrieve additional information (e.g., SMBIOS and PCl registers), you can append the /dmpinfo

parameter to the startup.nsh and run the diagnostic test.

miI startup.nsh - Motepad

Eile Edit Format Yiew Help
SuperDiag.efl /quick /dmpinfo

Ln 2, Col1 100%  Unix (LF)

— O ot

UTF-2

To view the additional information in TEXT format, download it from the summary log (.html)
directly, and drag and drop the TEXT file to a Google Chrome™ browser or use other method to

access data in TEXT format.

* Super Diagnostics Offline 1.7.0 build 20220803 Execution Time : 2022-08-03 15:38:13
Copyright © 2016-2022 Super Micro Computer, Inc.
Test Results System Information Event Log Sensor Readings
Result Statistics All Passed Aborted Warning Failed Overall
Component Detection 14 12 2 0 0 _
Component Diagnostics 11 10 0 0 1 _
. : Passed : Aborted/Warning . : Failed | Download Additional Information |Download result as JSON format
Test Execution Log -- All Results
Test: Component Detecti @ savers x
Start Time: 2022-08-03 1 & 5 TisPC > Download -
Result: Passed T » fhisFl» Vownloads v | O Search Downloads o
Summary: »
SUMmary- Organize « Mew folder EEA 0
Test: Component Diagnos| A Name Date m
Start Time: 2022-08-03 1 5+ Quick access
Result: Error(s) detected ; No items match your search,
Summary: > &8 This PC
e USB Drive (D:)
EFI
SuperDiag_X13SEFR-A_UM2255006474 2 , 5
File pame: SuperDiag_X'I3SEFR-A_UM22550064?4_Summar}r_ZDZZDSDN54?DD.txﬂ v
Save as type:  Webpage, Complete w
» Hide Folders Cancel
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2.1.1.1 Viewing the Summary Log in HTML Format

The diagnosis log is summarized and shown in graphic display in Hypertext (.html). Three labels of
different colors indicate the results in the table: Passed, Aborted/Warning, and Failed. Each type of
result is hyperlinked and available for further examination when you click the related column title in the

table.

Super Diagnostics Offline 1.7.0 build 20220803
Copyright © 2016-2022 Super Micro Computer, Inc.

e

Execution Time : 2022-08-03 14:53:35

|! : Passed

: Aborted/Warning .: Failed

Test Results System Information EventLog Sensor Readings COIU"I‘“ Title

Result Statistics [ All Passed Aborted Warning Failed ] Overall
Component Detection 14 12 2 0 0 _
Component Diagnostics 11 10 0 0 1 _

Download result as JSON format

Here we use the Total type of results as an example to illustrate the process. To access the All type of

results, click the column title All.

Test Results System Information Event Log Sensor Readings

Result Statistics Passed Aborted Warning Failed Overall
Component Detection 14 12 2 0 0 _
Component Diagnostics 1" 10 0 0 1 _

. : Passed

: Aborted/Waming .: Failed

Download result as JSON format

The summary of the selected type of test result then appears. To view the summary of each log record,

click Summary.

Test Execution Log -- All Results

Test: Component Detection
Start Time: 2022-08-03 14:53:45
Result: Passed

Summary: »

Test: Component Diagnostics

Start Time: 2022-08-03 14:53:47

Result: Error(s) detected, please check for failed component(s).
| Summary: »

The summary of results then appears. You can click the result label of the selected test to find out more

details.

. BMC Diagnostici:Failed Vl
o [12C Bus Diagnostics]: >
o [NIC Mode Diagnostics]
= [Dedicated Mode]
= Supported : Yes
Health Test : Failed

Fail Information : The NIC mode(Dedicated) connection test failed.
Remedial Action : Make sure a good cable is plugged into the BMC Dedicated LAN port,
and the network environment is good. Ensure that the BMC is operating properly. If the

failure persists, please contact Supermicro Technical Support or an FAE for
troubleshooting.

Result Code : #20920232

[Shared Mode]

= Supported : Yes

Health Test : Passed

= [Mode Capability Check]
Health Test : Passed
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2.1.1.2 Viewing System Information
A list of system components can be viewed in the diagnosis log. Click System Information beside Test
Statistics.

Super Diagnostics Offline 1.7.0 build 20220803
Copyright © 2016-2022 Super Micro Computer, Inc.

Test Results |System Information | Event Log Sensor Readings

A complete list of system components appears.

Super Diagnostics Offline 1.7.0 build 20220803
Copyright @ 2016-2022 Super Micro Computer, Inc.

Test Results System Information Event Log Sensor Readings

Hardware Information SMBIOS Information Firmware Information
CPU System BIOS
Mame : Intel(R) Xeon(R) Platinum 8470 CPU Manufacturer Supermicro Version 1.0
CPU #001 @2.00GHz Product Name Super Server Release Date 2022-07-27
CPUID : 000806F5  Microcode : 2A000060 Serial Number 0123456789 SPS ME
Memory : Baseboard Operational Firmware Version 6.0.3.167
Manufacturer : SK Hynix Manufacturer Supermicro Recovery Firmware Version 6.0.3.167

Device Locator : DIMMA1

DIMM £001 Memory Technology : DRAM Prodyct Name X135EFR-A BMC -
ECC Support : Yes Version 1.01 Revision 1.00.02
Speed : 4800 MHz Size : 64 GB Serial Number UM2255006474 Build Date 2022-06-24
PCle GuUID D301MS
Manufacturer : Samsung Electronics Co Ltd Board
Device Class : Non-Volatile Memory Controller (NVM CPLD Revision F2.00.16

PCle #001 Express)
Device Location : Slot
Device Designation : M.2-H 2
Part Number : AOC-ATG-i2TM
Serial Number : OA2155020762
Manufacturer : Intel Corporation
Device Class : Ethernet Controller
Device Location : Slot
Device Designation : P1-AIOM PCle5.0x16
Manufacturer : ASPEED Technology, Inc.
Device Class : VGA-Compatible Controller
PCle 2003 Device Location : Onboard
Device Designation : ASPEED Video AST2600

PCle #002

Storage
Interface Type : PCle
Storage Type : MVMe
Storage #001 Manufacturer : SAMSUNG
Model : MZVLW128HEGR-00000
Serfal Number : S33WNX0K136851
RAID
No RAID volumes found.
PsU
Location : PSU1
PSU #001 Manufacturer : SUPERMICRO
Device Name : PWS-2K08A-1R
PSU #002 UNKNOWN.
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2.1.1.3 Viewing Event Log
A list of event logs can be viewed in the diagnosis log. Click Event Log.

ERMI

Test Results

Super Diagnostics Offline 1.7.0 build 20220802

Copyright © 2016-2022 Super Micro Computer, Inc.

System Information

Event Log_] Sensor Readings

A complete list of the BIOS DMI event log, the BMC Health event log and the Maintenance Event Log

appears.

=

BIOS DMI Event Log

Super Diagnostics Offline 1.7.0 build 20220802
Copyright ® 2016-2022 Super icro Computer, Inc.

Test Results System Information Event Log Sensor Readings

BMC Health Event Log

BMC Maintenance Event Log

#001 #001 #001
Date 2022-07-29 Timestamp Timestamp 2022/07/28,13:46:33
Time 14:08:05 Sensor Name Critical Interrupt User ADMIN
Code SMBIOS 0x16 Event Dir Assertion Description [MEL-0132] iKVM was closed successfully.
Severity N/A Description PCI SERR, Bus 63 /Device 1 /Function 0 Category account
Description Log Area Reset/Cleared Check the PCI/PCle device is properly installed. If this failure Source 10.132.160.5
Remedial Action  N/A Remedial Action  persists, please contact Supermicro Technical Support or an FAE for Interface 1K
T troubleshooting. Severity o
Date 2022-07-29 ) #002
Time 14:08:05 Timestamp Timestamp 2022/07/28,14:05:07
Code SMBIOS 0x17 Sensor Name 05 Stop/Shutdown User ADMIN
Severity N/A Event Dir Assertion Description [MEL-0121] iKVM was launched successfully.
Description System boot Description Run-time critical stop Category account
Remedial Action  N/A Remedial Action _ N/A Source 10.132.160.5
#003 i Interface 1KVM
Date 2022-07-29 Timestamp Severity Info
Time 14:00:31 Sensor Name Critical Interrupt 4003
Code SMBIOS 0x17 Event Dir Assertion Timestamp 2022/07/28,14:05:10
Severity NIA Description PCI SERR, Bus 0 /Device 0 /Function 4 User ADHIN
8 Check the PCI/PCle device is properly installed. If this failure ; .
g:::;';:f:cm" Zf;em boot Remedial Action  persists, please contact Supermicro Technical Support or an FAE for g::z'g‘g;“" g‘f;smm The system was configured to power on successfully.
troubleshooting.
#004 4004 Source 10.132.160.5
Date 2022-07-29 Timestamp Interface KM
Time 14:11:42 Sensor Name ACPowerOn(OEM) Severity Info
Code SMEIOS 0x17 Event Dir Assertion £00:]
Severity N/A Description Firet AC Power On Timestamp 2022/07/28,14:05:11
Description System boot Romedial Action /A User ADMIN
Remedial Action  N/A 005 Description [MEL-0132] iKVM was closed successfully.
#005 Timestamp Category account
Date 2022-07-29 Sencor Name Syster NIC(OEM) Source 10.132.160.5
Time 14:14:08 Cvent Dir Ascertion Interface KV
Code SMBIOS 0x0A Description Dedicated LAN Link Up Severity Info
Severity Bus3F(DevFn08) Remedial Action N #005
Description PCI System Error e Timestamp 2022/07/28,14:06:50
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2.1.1.4 Viewing Sensor Readings
A list of sensor readings can be viewed in the diagnosis log. Click Sensor Readings.

" Super Diagnostics Offline 1.7.0 build 20220803
Copyright © 2016-2022 Super Micro Computer, Inc.

Test Results System Information Event Log | Sensor Reading_s]

A complete list of sensor readings appears.

" Super Diagnostics Offline 1.7.0 build 20220803
ERMI Copyright © 2016-2022 Super Micro Computer, Inc.
Test Results System Information Event Log Sensor Readings
BMC Sensor Readings
Sensor Name Status Reading
CPU Temp Mormal 32C/90F
PCH Temp Mormal 44C111F
System Temp Mormal 33C/9MF
Peripheral Temp Mormal 3MC/88F
Inlet Temp Failed OC/32F
CPU_VEMIN Temp Mormal 34C/93F
CPU_VRMON Temp Normal 47C/1TF
CPU_VEMHVY Temp Mormal 45C/113F
DIMMA~D Temp Mormal 36C/9T7F
DIMME~H Temp [A Mot Present
PMEMA~D Temp M/ A Mot Present
PMEME~H Temp [A Mot Present
M255D1 Temp M/ A Mot Present
M255D2 Temp [A Mot Present
FAN1 Failed 2520 RPM
FANZ [ A Mot Present
FAN3 Failed 980 RPM
FAN4 [ A Mot Present
CPU_VCCIN Normal 1.80 V
CPU_VCCON Normal 1.01V
CPU_VCCHV Normal 1.15V
MB 12V Normal 12.15V
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2.1.2 Accessing the Super Diagnostics Offline GUI

The GUI (graphical user interface) version is provided to assist in diagnosing the target system, requiring
the graphics display resolution of 1024 x 768. Run the command SuperDiag.efi /gui to access the GUI.
To use the GUI, follow the steps below.

- - - - .
Super Diagnostics Offline w70
SUPERMIC Board Product Name : X13SEFR-A BIOS Version : 1.0 Date : 2022-08-04
Board Serial Number : UM2255006474 BMC FH Version : 1.00.02 Time : 16:22:04
Execution Mode é Act ions ¢ |E Collect ”E Detect ||@ Disgnose Save Results : |m To BMC To File b
o Hataly .v] N start | exit |
Quick [+ collects ALl ] petects all (] piagnoses All O ou
Full —_ - (.
[+] Collect System [+] Detect cPU [+] Disgnose BIOS
Custom i~ —
i~/ Collect BIOS {»ZI Detect Memory |+ Diagnose CPU
Q Collect CPU f;d Detect PCIe IEJ Diagnose Memory
&j Collect Memory {Q Detect Display !;j Address Test
[v] collect PCIe [/] Detect Network [] 8-Bit Pattern Test
[+ collect Display [ petect serial 1/0 [7) 16-Bit Pattern Test
[+ collect Metwork [+ Detect Storage [T)32-Bit Pattern Test
[ collect serial 1/0 [+v] petect RATD [)B4-Bit Pattern Test
(v collect storage [] Detect usB [[) 8-Bit Bit-shift Test
(/] collect RAID [+] Detect Psu (7] 16-Bit Bit-shift Test
— ~— [ ii i i
Help Messages : |Output Area
[Esc] GBo Out / Exit [Up] Go Up(Prev) / Scroll Up [Left] Go Left(Prev) / Scroll Left
[Enter] Go In / Select [Douwn] Go Down(Mext) / Scroll Down [Right] Go Right(Mext) / Scroll Right

1. Use the Execution Mode drop-down list to select the desired mode. Two options are provided:
Single and Batch.
. Single: Select the desired items to be processed.
° Batch: Select Quick, Full, or Custom for further process.
O  Quick: The selected items to be processed are selected by default and cannot be altered.
o Full: Note that it will take a long time to process all items if Full is selected.
O  Custom: Click the Setting tab, and click the checkbox(es) of the desired items to be
processed.
2. Click the checkbox(es) of the desired actions: Collect, Detect and Diagnose.
. Collect: Collects the data of the selected items.
. Detect: Detects if the selected items are present.
° Diagnose: Diagnoses to determine if the selected items are healthy.
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6.

In the Save Results, click the checkbox(es) of the desired method(s) to save the diagnostic results.
Two methods are provided: To BMC and To File. Note that the file is saved in .jsn format when To
BMC is selected, and in .html format when To File is selected.

Click the Start button in the top right corner to start the process.

After results are returned, click the desired checkbox(es) in the Result Filter field to view the results.
Four types of results are provided: Failed, Warning, Aborted, and Passed.

Actions : |@ Collect ||@ Detect ||Q Diagnose | Save Results : |@ To BMC | |@ To File |
Start I Exit I
Ret Collect Detect Diagnose
Remedlal Action : Re-1lnstall the card or C o =Tl T = B T T T s Tl []
[PCIe Diagnostics] [Intel Ethernet X550 #1] [Tran Result Filter

[PCIe Diagnostics] [Intel Ethernet X550 #1]: Abo Failed Harning ahort ed Passed
[PCIe Diagnostics] [Intel Ethernet X550 #Z2] [Corr

Abort Information: Correctable Error detected.

Remedial Action : Re-install the card or check with Supermico Technical Support or an FAE for
[PCIe Diagnostics] [Intel Ethernet X550 #2] [Non-Fatal Error Detection]: Passed
[PCIe Diagnostics] [Intel Ethernet X550 #2] [Fatal Error Detection]: Passed
[PCIe Diagnostics] [Intel Ethernet X550 #2] [Unsupported Reguest Detection]: Aborted

Ahort Information: Unsupported Reguest detected.

Remedial Action : Re-install the card or check with Supermico Technical Support or an FRE for
[PCIe Diagnostics] [Intel Ethernet X550 #2] [Transactions Pending Detection] : Passed
[PCIe Diagnostics] [Intel Ethernet X550 #2]: Ahborted I
[PCIe Diagnostics]: Aborted
[PSU Diagnostics]: Aborted

Abort Information: Mo devices installed. Testing is aborted.

Remedial Action : Check whether PSU or Battery and its PMBus is attached to the system proper
[PEU Diagnostics] : ahorted
[Fan Diagnostics] [FAN1] [Mode Switch Test]l: Failed

Fail Information: The FAN speed does not increase after the MODE is switched from STANDARD to

Remedial Action : Check whether BMC is operating properly and it can report FAN status. If no

’

For the specific results of collection, detection, or diagnosis, click the corresponding tab.
. Log-Collect

Stop I Exit I

Log=
Collect

System Information
System Name

Chassis Tupe aoh
Board Name

Serial Number

CPLD Revision F1.00.02

BIDS Information
Releasze Date 2021-03-11
Yersion 1.0a

Memory Information
fMemory Dewice #0013

Yendaor 5K Hynix

Fart Number HHA451RTHFREN-TF
Speed 2133 MHz

Size 4 GB

serial Mumber 80AD011420302FDEF2
Device Locator DIMMGL

Memary Technology DRAM

ECC Support YeS

Supermicro Super Diagnostics Offline User’s Guide



Log-Detect

fBMCE
Detection
Result

fCPU #001 - Intel(R) X¥eon(R)

Detection
Result

fMemory Device #0013

Detection
Result

FPart Number

Serial Number

Device Locator

Start I

Exit I

BMC Detection

Passed

CPU Detection
Gold £330 CPU @ 2.00GH=z:

Passed

Memary Detection

Fassed
HMA451RTHFRBN-TF
80AD011420302FD5F2
DIMHMGL

. Log-Diagnose

Log- Start | Exit |
Collect Detect Diagnose

BIDS Diagnostics
BIOZ Last POST Code aoh
fBI0NS Event Log(s)i
Log Count Check

Result Passed

Log #001
Date 2021-03-07
Time AR
Code SHBIDS 0xi16
Severity MR
Description Log Area Reset/Cleared
Remedial Action HAA

fBI0S Checksum?
Result Passed

CFU Diagnostics
fCPU #001 - Inteli{R) ¥eon(R) Gold 6330 CPU @ 2.00GHz}

Cache Test

Result Passed
Floating-point Test

Result Passed
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7. To save additional information (e.g., SMBIOS and PCl registers) in a result file (.html), click the Dump
Additional Info button before starting the diagnostics.

° Super Diagnostics Offline w10

SIJPERMC Board Product Name : X13SEFR-A BIOS Wersion ¢ 1.0 Date : 2022-08-05
Board Serial Number : UMZ255006474 BMC FW Wersion : 1.00.02 Time : 14:26:13
Execution Mode Actions : |@ Collect | |@ Detect | |@ Diagnose | Save Results : |@ To BMC ||Q To File |
Quick [] Detects A1l [*] piagnoses ALl l Dump Additional Infol
Fail En [¥) Detect cPU (¥} Diagnose RINS
Custom —
i;zf Detect Memory || Diagnose CPU
@ Detect PCIe @ Diagnose Memory
rJ IQ Detect Display @:! Address Test
[+ petect Network [} 8-Bit Pattern Test
lay i@ Detect serisl I/0 C:i 16-Bit Pattern Test
hrk [/] betect storage () 32-Bit Pattern Test
Bl 10 [+ petect RAID (] e4-Bit Pattern Test
BiE [/ petect Usm (C) B-Bit Bit-shift Test
[+ petect Psu (7] 16-Bit Bit-Shift Test
ﬁ I i i ~ ii i . i . i .i i
|

Help Messages : [Output Area ‘

[Esc] Go Out / Ewit [Up] Go UpiPrev) / Scroll Up [Left] Go Left(Prev) / Scroll Left
[Enter] Go In / Select [Down] Go DowniMext) / Scroll Down [Right] Go Right(Mext) / Scroll Right

8. When finished, click the Exit button in the top right corner to leave the GUI.
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2.2 Diagnosing the Target System Remotely

2.2.1 Running the SMCIPMITool

There are two methods to run the SMCIPMITool remotely. You can run the tool with either a UEFI flash
drive or a UEFI bootable ISO image. The SMCIPMITool can run on different platforms. Refer to the
commands below to start the SMCIPMITool in shell mode.

Platform Command

Java java -jar SMCIPMITool.jar <IP> <username> <password> shell
Windows SMCIPMITool.exe <IP> <username> <password> shell

Linux SMCIPMITool <IP> <username> <password> shell

2.2.1.1 With a Pen Drive
1. Download the zipped package “SuperDiag” from https://www.supermicro.com/sms.

2. Locate and unzip the file “USBForRemoteSuperDiag.zip”, and then save it to a pen drive.
3. Insert the drive in the system, then type “vmwa devllist” to locate the pen drive.
4. Type “diag start drv <index>" to start the tool.

.33.131 ¥1BDRFR (8B8-GA.113w> 10:45 ASPD_T>umwa devllist
: USE Flashl

= IDE HD1
: IDE HD1

.33.131 K1BDRFR (88-GOA.113w> 10:45% ASPD_T>diag start drv|2

2.2.1.2 With a UEFI Bootable ISO Image
1. Download the zipped package “SuperDiag” from https://www.supermicro.com/sms.

2. Locate and unzip the file “ISOForRemoteSuperDiag.zip” to the system.
3. Type “diag start iso <image>" to start the tool.

Example:

1@.136.168.132 H11DPT-PS (85,/G2> 15:26 AST258A>diag start iso SuperDiag_vl.1.8_20180724_iso
ounting I80 file: SuperDiag_vil.1.8_20180724._ i=zo

Pevice 2 UM Plug—In OK*?

Fet hoot device done

Powering off system for diagnostic initializ=ation
Powering up the system

fiction: Collecting

Action: Detecting

2.2.1.3 Diagnostics Explained
The following steps illustrate how the diagnostics are executed.

1. Virtual Media is started to mount the diagnostics image.
2. The boot option is set to UEFI.
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The remote system is powered off.

About 10 seconds later, the remote system is powered on.

Super Diagnostics Offline is started to run the check-up.

SMCIPMITool will monitor after the diagnostic progress is complete. Once it is complete, “done” is
shown on the screen of the system where the SMCIPMITool is run.

2.2.2 Executing the Commands
To diagnose the target system remotely, execute the following three commands.

Command Description

diag start Starts diagnosing the target system.

Diag download <filename> Downloads the diagnostic results.

Diag display <JSON file> Displays the diagnostic results from the file.

2.2.2.1 diag start
The following steps illustrate how this command is executed.

o Uk wnN P

Virtual Media is started to mount the diagnostics image.

The boot option is set to UEFI.

The remote system is powered off.

About 10 seconds later, the remote system is powered on.

Super Diagnostics Offline is started to run the check-up.

SMCIPMITool will monitor the diagnostics after the diagnostic progress is complete. Once it is
complete, “done” is shown on the screen of the system where the SMCIPMITool is run.

@ Notes:
e This command only works properly in shell mode.

e Toexecute the diag start command on Windows 10 with a pen drive, it is
necessary to disable User Access Control (UAC). To disable UAC, follow these steps:
1). Type “regedit” in the command line to open the Registry Editor window.
2). Inthe Registry Editor window, double-click the HKEY_LOCAL_MACHINE folder to
expand the folders: SOFTWARE > Microsoft > Windows > CurrentVersion > Policies >
System.
3). In the right pane, right-click EnableLUA, select Modify, enter “0” in the Value
data field, and click OK.
4). Click Restart Now to restart the system for the changes to take effect.
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2.2.2.2 diag download <filename>
The following steps illustrate how this command is executed.

1. The OEM command “generalFileDownload” is executed to download the JSON file from the BMC.
2. The JSON file is saved in the local system.

Example:

2.2.2.3 diag display <JSON file>
The following steps illustrate how this command is executed.

1. The JSON file is retrieved from the local system.
2. The JSON file is parsed and the result is displayed.

Example:

[168.136.168.132 H11DPT-PS (SB-GB,.173w> 16:12 AST258B>diag display result.json line 38
SHC.UtilityName: Super Diagnostics Offline
SHC.Utilitylersion: 1.1.8

Bystenm Information:

System Mame:
Chassis Type: B@ih
Board Name:
Serial Number: S263787H7726781
CPLD Revision: ©3.B8.66
[BIOS Information:
Release Date: 11-85-2018
Version: 2.1
emory Information:
Hemory Device #@81:
UVendor: SK Hynix
Part Mumber: HMAB4GR7AFR4AN-UK
Speed: 2666 MH=
Size: 32 GB
Serial Number: 118F8EDS
Device Locator: P1-DIMMAL
Memory Device HBB2:
Vendor: SK Hynix
Part MNumber: HMAB4GRPAFR4AN-UK
Speed: 2666 MH=z
$ize: 32 GB
Serial Mumber: 118F8BC?
Device Locator: P1-DIMMBL
Memory Device #883:
Vendor: SK Hynix
Part Number: HMAB4GR7AFR4AN-UK
Speed: 2666 MHz
[Press any key to continue...
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To display the specific diagnostic results, you can use the parameters “pass,” “fail,” “info,” or “line” as
filter criteria.

Parameter Description

pass Displays the items that have passed the diagnostics.
Fail Displays the items that have failed the diagnostics.
Info Displays the items and their basic information.

Line Limits the numbers of display line.

Usage Examples:

Diag display <JSON file> pass

Diag display <JSON file> fail

Diag display <JSON file> info

Diag display <JSON file> line[number]

2.2.2.4 Saving Diagnostic Results in Ramdisk

The diagnostic results are automatically saved in Ramdisk as summary logs in HTML format. To access
a log entry, find the log location in the screen outputs.

4, Har B 0, Failed Count: 0O

0, Failed Count: 0

2.3 Running with Remote Management Software

Super Diagnostics Offline can be used together with other remote management software so that you
can view the diagnostic results of the target system via software. For now, only SSM (Supermicro Server
Manger) is available for this function. Note that the target system must support SUM (Supermicro
Update Manager), and its motherboard must be of Supermicro X12/H12 series or later generation.

To run Super Diagnostics Offline with SSM, follow these steps.
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1. Inthe SSM Monitoring pane, expand the All folder, click Host View, select the desired target system
to be diagnosed listed in Host View, expand the Redfish folder in the Commands pane on the right,
and then click Diagnose System.

=-[MMonitoring Advanced Filter

= Eall Host Status Service Status ~ Host Name Host Type Address Last Check Duration
[ Host View O @ ok DiagHost_2 Redfish 1014612563 04 minutesage  00d OLh 09m 47s | Redfish
o8 Saivics Viey DiagHost_1 Redfish 10.146.42.11 03 minutesago 00 01h 03m 445 B3 BMC Cold Reset
[sTask View Qu © ox L5 i 2 [ Blink UID LED
- EUndefined Group @ o @ ok 10.146.125.118 Redfish 10.146.125.118 08 secondsago  00d 01h 20m 19s [} Change BMC Password
@ Up @ oK 10.146.125.60 Ml 10.146.125.60 33 seconds ago 00d 01h 05m 165 O3 Clear BMC Log
Quw @ ok 10.146.125.57 PMI 10.146.125.57 33secondsago  00d Oth 05m 165 D3 Diagnose System
— ‘3 E!SSE e E‘JSEEN Luckagwn
& @ ox 10.146.125.50 PMI 10.146.125.50 33secondsago  00d Oth 05m 165 T3 Enable System Lockdown
e Up @ 0K 10.146.125.47 IPMI 10.146.125.47 33 seconds ago 00d 01h 05m 165 :L Graceful Power Off
O uw @ ok 10.146.125.45 PMI 10.146.125.45 33secondsago  00d Oth 05m 165 3”““‘9' off
Power On
© up @ ok 10.146,125.43 PMI 10.146.125.43 33secondsago  00d 01h 05m 165 I} Reset
6 Up @ 0K 10.146.125.40 IPMI 10.146.125.40 33 seconds ago 00d 01h 05m 165 =} Reset Chassis Intrusion
G uw @ ok 10.146.20.21 PMLNM 10.146.20.21 50secondsago  00d 01h 15m 525 53 stop Blinking UID LED
3 sync Node PK
24l > System Information
Select an object to view its details. >.
~ Host Admin -

2. Inthe Redfish — Diagnose System Argument dialog box, click the checkboxes of the components to
be diagnosed, and click Next to continue.

Redfish - Diagnose System Arguments

€ select the components to be analyzed

Components |

| Diagnose all compoenents

Select the specific components to be diagnosed:
| BIOS I CPU ) Fan || Hard Drive I IPMI L Memaory

) Metwork | PCle | Power Supply | Serial Interface ] USB

r

I Mext I Close

3. Click Run to start the diagnostic process. Note that the diagnosis will take a longer time.

Run Redfish Command - Diagnose System l
Ld Host Name BMC Address Status
#| DiagHost_1 10.146.42.11
#| DiagHost_2 10.146.125.63
Previous Run Close
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4. To view the diagnostic process, expand the System Diagnostics folder, click Diagnostic Progress in
the 30dministration pane to view the tasks running on the right.

Administration @) Diagnostic Progress
=3 Administration Status TaskID = Host Name Address Stage *Start Time Duration
@] Monitoring Setup T
) Management Server Setup ] €3 Faied  #49783.. Diagriost. 3 10.146.125.33 nirmsmi i 2019/09/26 14:12:34 004 00h 17m 365
#-_] Service Calls .
40 05 Deployment (O Finished 910862... DiagHost_4 10.146.125.44 Diinnsls finished 2019/09/26 13:34:25 00d 00h 03m 21s
=3 System Diagnostics = g
569061... DiagHost_1 10.146.42.11 Diagnosis finished. 2019/09/26 13:27:04 00d 00h 03m S6s
) Diagnostic Progress i © Fishes z e [ e
() Update SDO
169853... DiagHost_2 10.146.125.63  Book from HTTP... 2019/09/26 10:24:42 00d DDh 20m 41
[ About SSM Q Faied iagHost,. s — /09 m41s
Finished 465270.. DiagHost_5 10.146.125.55 Diagnosis finished. 2019/09/26 10:24:42 00d 00h 11m 32s
@ 1 1 | |

Diagnostic Summary
ummary progress oéh. Doing Memory function d1agnosis @ 8-bit Pattern lest oo ..
Summary progress Doing Memory function diagnosis : 8-Bit Pattern Test 90%...
Summary progress 5@%. Doing Memory function diagnosis : 8-Bit Pattern Test 100%...
Summary progress 5@%. Doing Memory function disgnosis : 8-Bit Bit-Shift Test @%...
Summary progress 50%. Doing Memory function disgnosis : 8-Bit Bit-Shift Test 10%..
Diagnostic process timed out.

Failed to execute the diagnostic.

Restored the BIOS configurations successfully

:ﬁ. Host Discovery Wizard

5. After the diagnostics are finished, click the View Report icon in the top right corner of the Diagnosis
Summary toolbar to view the diagnostic report. The diagnostic report is summarized and shown in
graphical display in Hypertext (.html) format. For details, see 2.1.1.1.

Diagnostic Progress (i)
Status Task ID Host Name Address Stage 5tant Time Duration
0 Failed 1698538... DiagHost_2 10.146.125.63 Boot from HTTP .. 2019/09/26 10:24:42 00d 00h 20m 41s
I

(© Finished  4652706... DiagHost_1 10.146.42.11 Diagnosis finished. 2015/09/26 10:24:42  00d 00h 11m 32s
G R I —

Diagnostic Summary

UMmMary progress O%. Dolng Memory TUNCTion dlag s
Summary progress 58%. Doing Memory function diagnosis :
Summary progress 58%. Doing Memory function diagnosis :
Summary progress 58%. Doing Memory function diagnosis :
Summary progress 58%. Doing Memory function diagnosis :
Summary progress 180%. Uploading SuperDiag result. ..

-Bit Bit-Shift Test 70%...

Bit-5hift Test 89%...
-Bit Bit-Shift Test 98X...
-Bit Bit-Shift Test 100X...

oo gn s oo o
m
=3
=

Executed the diagnostic successfully.
Generated the report successfully.

The diagnostic is complete.

Restored the BIOS configurations successfully.

2.4 Advanced Tips

During the tool execution, you may interrupt the process via local keyboard or remote console.

e Press the <Esc> key to stop the diagnostics. This not only cancels all tasks, but also exits the tool.
e Press the <Ctrl> and <C> keys to bypass memory tests in progress and to proceed to the next task.
This key is specific to stopping memory tests.
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3 Using Parameters

To have the Supermicro Super Diagnostics Offline conduct a thorough or specific inspection, you may

execute the commands with different parameters to meet your needs.

3.1 Primary Parameters

Primary parameters should be used with the prefix "/".

Parameter Description

/help Displays all supported parameters and their instructions.

/quick Performs all actions, including collecting, detecting, and diagnosing, except 16-
bit/32-bit/64-bit memory diagnostics

/full Performs all actions, including collecting, detecting, and diagnosing.

/dga Runs diagnostics on all of the collected and detected devices.

/gui Accesses the graphical user interface of Supermicro Super Diagnostics Offline.

/ca Collects all information.

/cst Collects system information.

/cbs Collects BIOS information.

/cm Collects memory information.

/cpc Collects PCle information.

/cc Collects CPU information.

/cn Collects network information.

/cd Collects display subsystem information.

/cu Collects USB information.

/ch Collects HDD information.

Jer Collects RAID information.

/cps Collects PSU information.

/css Collects sensor information.

/ci Collects BMC information.

/cbp Collects backplane information.

Jcsr Collects serial I/O information.

/cg Collects GPU information.

/dta Detects all.

/dti Detects BMC.

/dtc Detects CPU.

/dtm Detects memory.

/dth Detects HDD.

Ssst Selects Drive Short Self-Test.

Slst Selects Drive Long Self-Test.

Sdsst Deselects Drive Short Self-Test.

Sdlst Deselects Drive Long Self-Test.

/dtr Detects RAID.

/dtn Detects network.
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Parameter Description

/dtu Detects USB.

/dtd Detects subsystem display.

/dtpc Detects PCle.

/dtps Detects PSU.

/dtf Detects fans.

/dtbp Detects backplane.

/dtsr Detects serial 1/0.

/dtg Detects GPU.

/dgbs Diagnoses BIOS.

/dgc Diagnoses CPU.

/dgm Diagnoses memory.

Sadr Selects <Address Test>. (Default)

Sp08 Selects <8-Bit Pattern Test>. (Default)

Spl6 Selects <16-Bit Pattern Test>,

Sp32 Selects <32-Bit Pattern Test>.

Sp64 Selects <64-Bit Pattern Test>.

Sbos8 Selects <8-Bit Bit Shift Test>. (Default)

Sb16 Selects <16-Bit Bit Shift Test>,

Sbh32 Selects <32-Bit Bit Shift Test>,

Sbh64 Selects <64-Bit Bit Shift Test>,

Sdadr Deselects <Address Test>.

Sdp08 Deselects <8-Bit Pattern Test>,

Sdb08 Deselects <8-Bit Bit-Shift Test>.

Slp Specifies test loop count, e.g. "Slp 6". (Default: 1)

/dgh Diagnoses HDDs.

Ssst Selects Drive Short Self-Test.

Slst Selects Drive Long Self-Test.

Sdsst Deselects Drive Short Self-Test.

Sdlst Deselects Drive Long Self-Test.

/dgn Diagnoses network.

/dgpc Diagnoses PCle.

/dgps Diagnoses PSU.

/dgf Diagnoses fans.

/dgi Diagnoses BMC.

/dgsr Diagnoses serial I/0.

/dgu Diagnoses USB.

/rms Uploads the diagnostic progress and result to the remote server through Rest API.
*Currently this command is limited to reporting to a Supermicro Server Manager
(SSM) server.

/dmpinfo Dumps additional information, e.g., SMBIOS and PCI/PCle registers.
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3.2 Secondary Parameters

The corresponding secondary parameters are listed right after the primary parameters are typed and

should be used with the prefix "S".

Parameter Description

Sdst Deselects the test item.

3.3 Usage Examples

Scenario

Command

Diagnosing all except memory.

SuperDiag.efi /full /dgm Sdst

Diagnosing memory repeatedly.

SuperDiag.efi /dgm Sp16 Sp32 Sp64 Sb16
$b32 $b64 $Ip 20

Reading the parameters.

SuperDiag.efi /help
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4 Troubleshooting

When a failure result is found, follow the instructions in “Remedial Action” in the diagnosis results to
solve the problem. If the condition remains, send the required data (e.g., diagnosis results) and provide
the result code to Supermicro for troubleshooting.

"@SMC.UtilityName™: "Super Diagnostics Offline",
"@sMC.UtilityVersion™: "1.2.0",
"@SMC.Copvright™: "Copyright ® 2016-2019 Super Micro Computer, Inc.",
"@odata.type": "Diagnostics Data™,
"Timestamp™: "2015-05-30 04:15:08",
"IPMI Diagnostics™: {
"I2C Bus Diagnostics": {},
"HIC Mode Diagnostics™: {
"Current Mode™: "Failover™,
"Dedicated Mode™: {
"Supported®™: "Yes"™,
"Health Test": {
"Result™: "Failed",
"Fail Information™: "The NIC mode (Dedicated) connection test failed.™,
"Remedial Action™: "Make sure a good cable is plugged into the BMC Dedicated LAN port,
and the network environment is good. Ensure that the BMC is operating properly.",
"Result Code™: "$20920202"

4.1 Diagnosing the Target System Locally

The diagnosis results are saved in a folder created automatically. For details, see 2.1.1 Running the Super
Diagnostics Offline from a Flash Drive. Find the folder in the USB pen drive, zip it, and send it to

Supermico.
| = | SuperDiag_X11DPG-QT_UM1765000224_20190530075525 = [m] *
Home Share View - @
« ~ > USBPENDRIVE (E)) » SuperDiag_X11DPG-QT_UM1765000224_20190530075525 «|® | Search SuperDiag_X11DPG-Q.. @

Mame Date modified Type Size

> s Quick access
98:09 AM  REF File 24KB

5810 AM  Chrome HTML Document 862 KB

[ superDiag_X11DPG-OT_UM1765000224_20190530080955.ref
> f& OneDrive € SuperDiag_X11DPG-OT_UM1765000224_Summary_20190530080859. html

> O This PC

Ve USBPENDRIVE (E:)

> EFI
SuperDiag_X11DPG-QT_UM1765000224_20190530075525 MName Date modified Type Size
> ¥ Network ; SuperDiag_X11D5C+_UM1795000025_20181225085621.zip  1/2/2 2AM  Compressed (zipped) Folder 39KB
2items

4.2 Diagnosing the Target System Remotely

The diagnosis results are saved in the BMC. Follow the steps in 2.2.2.2 diag download <filename> to
download the JSON file and send it to Supermicro.
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5 Third-Party License

The following open source libraries are used in the SuperDiag package:

Program

Library

License

SuperDiag

EDKII

BSD
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Contacting Supermicro

Headquarters

Address:

Tel:
Fax:
Email:

Website:

Europe
Address:

Tel:
Fax:
Email:

Website:

Asia-Pacific
Address:

Tel:
Fax:
Email:

Website:

Super Micro Computer, Inc.

980 Rock Ave.

San Jose, CA 95131 U.S.A.

+1 (408) 503-8000

+1 (408) 503-8008

marketing@supermicro.com (General Information)
Sales-USA@supermicro.com (Sales Inquiries)
Government_Sales-USA@supermicro.com (Gov. Sales Inquiries)
support@supermicro.com (Technical Support)
RMA@supermicro.com (RMA Support)
WWW.supermicro.com

Super Micro Computer B.V.

Het Sterrenbeeld 28, 5215 ML

's-Hertogenbosch, The Netherlands

+31 (0) 73-6400390

+31 (0) 73-6416525

Sales_Europe@supermicro.com (Sales Inquiries)
Support_Europe@supermicro.com (Technical Support)
RMA_Europe@supermicro.com (RMA Support)
www.supermicro.nl

Super Micro Computer, Inc.

3F, No. 150, Jian 1st Rd.

Zhonghe Dist., New Taipei City 235

Taiwan (R.0.C)

+886-(2) 8226-3990

+886-(2) 8226-3992
Sales-Asia@supermicro.com.tw (Sales Inquiries)
Support@supermicro.com.tw (Technical Support)
RMA@supermicro.com.tw (RMA Support)
WWwWw.supermicro.com.tw
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